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The Microsoft
Smart Energy Reference Architecture

Introduction

¢KS A0NHZ2OGdzNES SyaiAySSNAy3d yR 202S0GA0Sa 2F (GKS
rethinking and significant changiew drivingforcesg like climate change,novelmarket participants

such aglug-in hybrid electricvehicles and increasing energy demanglare combining to drive the

development of what is being referred to as theart grid.

Many observers believe that the extent of change and its impact on societies could be on the same scal
as the inception of the grid itself and will affect every single part ofoiveer utility industry.

Because of the wide range of the participants who will be affected by this transition, Microsoft believes
AGQa Y2NB | O0dzNI G2 (2 yNRRTaMESiergy el K5 &/ (ISHY edzihAK IA{IQ &
collaborative and integrated.

As a resultMicrosoftis focused on enabling the technology innovation and advancement needed to
createsuch arecosystem.

Around the world, governments and standards bodiesall levels are considering or adopting various
foundational elements of themart energyecosystem

1 The European Commission has creatednitrative called theEuropean &chnologyPatforms
(ETPsfor creating the electricity networks of the future

1 China has announced an aggressigenework forsmart grid deploymentandis supporting it
with billions of dollars

1 The International Electrotechnical Commission (IEC) is spearheading a global initiative to support
the new "smart" electric power grids around the world wittomprehensive framework of
common technical standards

1 The Institte of Electical and Electronics EnginediEEE) is developing a Draft Guide for Smart
Grid Interoperability of Energy Technology and Information Technology Operation with the
Electric Power Syste (EPS), and Exidse Applications and Loads call&tEE P2030

91 Inthe United Stateghe National Institute of Standards and Technology (NIST) is leading the
effort for developing dramework of Smart Grid standaréisr device and system
interoperability.

Microsoft is committed to supporting thesgobalefforts by taking a leadershiple in the development
of the smart energyecosystem.


http://cordis.europa.eu/technology-platforms/home_en.html
http://cordis.europa.eu/technology-platforms/home_en.html
http://www.pointview.com/data/2009/09/31/pdf/Zhenya-Liu-4917.pdf
http://www.iec.ch/zone/smartgrid/grid_relevantstds.htm
http://www.ieee.org/organizations/pes/meetings/gm2009/slides/1-p2030-tf1.pdf
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/WebHome

Anoop Gupta, Microsoft Corporate Vice President of Technology Policy and Stsategyarized
MicrosoftQ éontribution to this bodyshortly after hisdlay meeting at the White House with U.S. Energy
Secretary Steven Chu and U.S. Commerce Secretary Gary Locke:

& ¢ Krergy arid become@martCby injecting software into the various control points in the

grid, so that people and businesses have ready access to timelyfrieselly information that

can help them make smart choices about their energy use. We casi@ma world where

thousands of smart appliances can seamlessly plug into homes thanks to common standards and
interoperabilityframeworks, just & G KS QLJX dz3 FyR LX F&8Ww Y2RSt | ff:
aSlytSaate LIXdA Ayaz2 t/a (2RI & d¢

In addition tothe role thatad i | y RolajNdRe&aBlingthe development of thesmart energyecosystem
Microsoftviewsas equally importanthe establishment of an architectural philosophy with a vision and
strong foundation for migrating to the new infrastructure and seeg necessary tmonitor, control and
report on the assets of this new power system.

In support of that viewMicrosoft has endeavored to offehis referencearchitectureto articulatean
industry vision for thesmart energyecosystem. Observers will note that this architecture is designed to
maximize agility and enablele-based productivity while ensuring secure IT apérations with the

very best ROI for all participants of thmart energyecosystem, both now and as systeequirements
expand to meethe increasing complexitiesf the market.Ourreferencearchitecture is comprised of

four major sectionghat seek to address the questions and concerns of differing audiences

1 The first sectionEvolution of the Griddescribeghe forces shaping industry direction and is
intended to provide an overview of the challenges coming to the fore.

1 Thesecondsection Changinddemands on the Businessffersanindustryarchitectural vision
that detailsthe entire value chain from thetility to the end-use consumer, whethehey are
commercial industrial orresidential.Business decision makers will gain a greater understand
of the business challenges they will face asdinart energyecosystem emerges.

1 TheArchitecture sectionwill be themostuseful to software dveloperssystemintegratorsand
solution specialists who already haver én-depth understanding of the industignd information
architectureandare most focused oMicrosoft technologies

1 TheMicrosoft Technology Stackection identifies Microsoft products and solutions, as well as
partner-led solutionsin some caseghat enablethis architectural vision.

91 Finally throughout thisdocumentwe offer detailed guidancendhypeiinksto the specific
topicsand solutions mentioned. The documembvides references where available and
applicableto accelerate development and guide deployments for $heart energyecosystem.

Even while we endeavor to offer this view of an underlying framework, Microsgéis the reader to
acknowledge with us that the achievement of thmart energyecosystem is gourney and not a
destination.

Thisreferencearchitectureseekso establish a vision that maximizasi O N2 \@iefdicOstomers by
articulating a clear vision for th@nart energyecosystem and then describing the Microsoft and partner

10


http://microsoftontheissues.com/cs/blogs/mscorp/archive/2009/05/19/working-with-the-white-house-to-make-the-smart-grid-a-reality.aspx

technologies that can realizbat vision.Just as thesmart energyecosystem initiatives are global in
nature, Micro®ft has endeavored to presegloballyapplicablereferencearchitecture.

1.0 Evolution of the Grid

Historially, the electricity grid has been an infrastructure deployed by utilities with the arguably

GAAYLX S¢ YAaarzy 2F GNIyavYAludiaya St SOGNAOAGE FNRY
electrical components that comprised the grid included otgestich as generation plants, transformers,
conductors, circuit breakers, fuses, switches, capacitors and machines.

Electricity Value Chain from
Generation to Customer

Figurel - Electricity Value Chain from Generation to Customer

This infrastructure is monitored and contralldy a set of devices that communicate with each other
and various control centers through a field network.

11
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Figure2 - Broader Perspective dElectricity Value Chai(Source: Wikipedia)

As technology has advanced with dramatiprovements in microprocessor, software and
communications, these gridnabling devices have been increasing in capability (and quantity) to the
point that not only can they take measurements aedpondto commands, buthey also react
independently andooperatively with other devices in a coordinated manner in the field. This level of
deviceoriented collaboration has now extended past the substation to devices on feeders, to
distributed resources, and to efagsecustomers.

As example, phasor measurentaunits (PMUS) are just one important improvement in device

OF LI oAt AGASa (estlofiadvanced GeChaniohRi& eldprent: By using accurate GPS
synchronized clocks, PMUs are able to measure power frequency phase angles at many points on the
grid, allowing fogamechangingmprovements irreaktime monitoring and analysis of the grid. PMUs

12


http://upload.wikimedia.org/wikipedia/commons/5/56/Electricity_grid_schema-_lang-en.jpg

will help with grid operation and visualization, as well as supporting telaid automated
incorporation of variablgpower sources like wind and solarto the grid.

As technology has advanced, so have industry standBrawled by utilities,lte Electric Power
Research InstituteEPRIled several efforts taaddressnteroperabilityissuesThe esultswerethen
advanced tdahe International Electrotechnical Commissi¢E@ for standardizatiorand led to the
development of activeisers groupsThese includethe:

9 Inter-Control Center Protocol (ICCP)
9 Utility Communication Architecture (UCA)
T Common Information Model (CIM)

Other standardization efforts are worth mentimg as well

1 ThelEEEa professional association for the advancement of technologshelped creatanany

important communications and power engineerisigindards.
1 In 2004, thel.S. Department of Energ® OE) and th&ridWise Alliancagreed to work
together to realize the visionf@ transformed national electricity grid the United States

1 An effort from thelnternational Council on Large Electric SysteGiSRJcaled D2.24 is driving

requirementsand architecturdor nextgeneration energynarket and energy management
systems.
9 Standards developed by the IEC dBBEEre now finding their way into NISIEd efforts related
to the SmartGrid
1 Finally, as the Smart Energy Ecosystem evolves to include the end use consumer, either
commercial or residentialiVebservices standards bodies such as OASIglaylla greaterole.

1.1 Emergence of the Smart Energy Ecosystem
A smarter grid comprised diese new or improved grid connectegvices will enable themart

energyecosystento offer many new capabilities that respond, ts well as drivechanging
consumer behavioand attitudes toward energy

For instance,lte smart energyecosystem willikely need to accepgbower coming fronthe solar

arrays orthe rooftops of commercidbuildings andprivate homes. It will also need to incorporate

power coming fronstrong, but variablewind farms.When millions of individuals owplug-in
hybrid electricvehicles(PHEVs)asmart energyecosystem wiltonceivablyallow them tobuy
electricity from the grid during late night, nggeak hoursThen, if the grid needs power during
peaking events, the utility might draw from the stored power in those very JaHiEVs
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Figure3 - A Smart Energy Ecosystem Drivieyi Innovation

Indeed, utilities are already deploying many devices with the microprocessors angiawo
communication that will enable a wide variety of capabilities not posdiefore, including
collection of more information, local decisionaking and coordination.

1.2 Participants within the Smart Energy Ecosystem
There is a wide and growing set of active participants withirsthart energyecosystem, each

having its own rtes, interests and associated responsibilities. Participants can be organizations,
people and intelligent devices and include:

1 Utilities and related companies, including:
Distribution companies

Independent System Operators (ISOs)
Regional Transmissid@dperators (RTOs)
Transmission market operators
Transmission companies

Generation companies

Distribution balancing authorities

9 Service providers, including:

Energy aggregators

Maintenance service providers
Metering service providers

Weather forecasting

Retal energy providers

Equipment providers (PHE\$s]ar panels, storage, etc.)

O OO O0OO0OO0OOo

O O OO0 O0o0Oo
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9 Customers, including:
o Residential
o Commercial
o Industrial
o Governmental

PJM Interconnectiodeveloped he following diagranto illustratethe different actors in thesmart
grid and how they communicate and collaborate to accomplish their various roles.

Consumer Devices Energy Users
Thesa devices are typically behind the meter and From a simple single-home meter to an agarega-
receive price signals to make “smart” decisions tion of multiple buildings and developments, koad

ragarding energy use. Ultimately, their decisions are is aggregatad and controlled based cn information
communicated back to the grid. raceived and provided.

Consumer
Devices

Consumer
Communication
Devices

Energy Providers

Energy providers are a broad
includes central generators,
renewable energy rasources,

Energy
Providers

Transmission
Transmissicn manitors and adjusts its resources to
ensure a centinuous supply of energy.

Network Operations

The grid operatar -~ 3
receives communicaticn dransmission
from sources within the

grid community and

sends data, such as

price signals, back to

all participants.

Figure4 - Smart Grid Participants (Source: PJM Interconnection)

Thereferencearchitecture that follows describesow these participant interchanges will woend
provides guidance for implementing these systems based upon Microsoft platform technologies.

1.3 Collaboration within the Ecosystem
By viewing thesmart grid as arenergyecosystemit becomes immediatelyvedent that thereis

seriousneed for that grid to be enabled by collaboratibatweenorganizations and equipment.

Collaboration and associated business processes must occur between users, businesses, individual
customers, and a variety of technology teyss, resources and intelligent devices. Collaborative
relationships may be cooperative or competitive. Utilities amatketoperators may cooperate to

resolve a critical outage that threatens grid stability. Mangatticipants may collaborate with the
electricity market in a competitive environment.

Indeed,collaboration must occur for margurposes:
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To operate the electricity grid

To buy and sell energy through an energy market

To cost effectively utilize energy

Topatrticipate in energy (e.g. demand response, efficiency) programs to better manage use
of energy

Scheduling of resources

Scheduling of consumption

Settlement of accounts

Maintenance of the electrical infrastructure

= =4 =4 =N

=A =4 =4 =4

Retail Service Providers & Utilities: Consumers:
Aggregators ISOs. TSOs, GenCos, Residential, Commercial,
ooreg Markets Industrial

Networks &
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Mobile
"? Communication
Networks

Utility
Microwave,
PLC, etc.

Private
Networks

I
g —
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ZlgBee Manufacturing
dewces & Resources

Residential, Commercial, & Industrial

Networks & Equipment Building
IPSO Automation
Devmes Industrial
Controls

The WEB
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Equipment Equipment
Generation Metering

Utility & Distributed Energy Resource Equipment
Plants & 1

i Networks & Equipment

Equipment

Distributed Energy & Crews & Field
Renewable Resources (AT

Figure5 - Overview of the Smart Energy Ecosystem

Other
Devices

Responsibilities within the ecosystem are federated, where there may be interactions between
different types of organizations, as well as their interactions with the electricity grid astdroer
infrastructures. Some organizations may take on multiple roles, as in the case of a vertically
integrated utility that may have combined responsibilities for generation, transmission and
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distribution. There also may be many types of service prosidarch as those offering metering,
maintenance, weather forecasts or load aggregation for participation in demand response
programs.

In addition, d of them will need to interact and collaborateistorically, participants have been
people or organizatins,but the capacity for local decisianaking by devices extends the
participant/participation model.

2.0 Changing Demands on the Business
The newsmart energyeconomy willcauseutilities and market participant® engage ira variety of new

relationships ando adoptbusiness modelthat will evolve as the shape of ttenart grid becomes
more evident and opportunities present themselves.

In fact, we believehese new relationships and changing busimasslelswill be one of the more
interesting outcomesisthe smart grid evolves. This new business environment will makaperative
to havea readily understood architecture in plat®aid the capture of those opportunitieas they
arise

This section considers

9 Energy Resources and Constraints
i Business Factors
i Technology Enablers

2.1 Energy Resources and Constraints
The increasing diversity of energy resouregls be one notable driver of new business models

For examplewhile wind, solar and other forms of distributed energy generation are becoming

common and more cost effectiy¢gheyhave far diferent operational, economic and control

characteristics than conventional plants. Considerdperationalcomplexity when a utility

combines suckariablegenerationsourceswith demand response, whetbe energy not used
642YSGAYSAa NBFHENNBROGIDIINE 0IS OYAARSNBR 'y SySNAH
controlled.

This new and very diversified generation mofidlrenewables, distributed generation and-so
called\Hegawattag@transforms the electricity grid froran operating model where poweflows

one way starting at a reasonably small set of generation plants, to that of -avaydlow with a

mixture of a large number of small, medium and large energy resources, many having much more
diverse operational characteristics. As mentioned presipuone extreme example of this dynamic
will occur when the batteries in PH&E&fe used as storage for the grid, where they camizvn

upon as energy resources as needed during peak hours and then recharged during more cost
effective offpeak hours.
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Todaythough, the transmission grid has operational constraints tst#lt need to be carefully
managedDistribution network constraintsill become more apparent aonsumers purchase

more PHEVs andkeploymore distributed resources. Where a distributioretker may have been

designed for average customer loads of 1.5KW, the charging cycle of a single PHEV can add a load of
up to 20KW. As more PHEM@Ne onto the gridthey can easily excedtle capacity of a distribution

feeder, requiringlarge scalehysicdupgrades and/or coordination of PHEV rechargiriwe utility

will prefer the ©ordinationoption, in orderto minimize peaks and provide for balanced operation

of feeders within their designed limits.

Finally, new factors and their constraints are emerging around the basic utility function of metering.
In the pastit was only possible to measure usage for all but large consumers on an aggregate
monthly basis. Wittadvanced metedeploymens, it is nowpossible to measure usage for all
customers in near redlme on an interval basis, whetef f O daiséige Mdy breported every
15minutes.Such interval reportingrovidesnew opportunities to charge customers more for
electricity consumptiorduringmore expensive peak hours, or provide reduced ratesifaige

during offpeak hours. Thisme-of-use pricing provides customers with the incentive to change

their consumption behaviors and/or leverage devices within their home or busingatidoalize

overall energy costs. The communication infrastructure used for the advanced meter then becomes
a gateway between the customer and utility or service providers for additional services including
demand response, outage detection, power quality monitoring, et

2.2 Business Factors
The wide variety of economic and technical chantdes will occurwith the advent of thesmart

energyecosystemwill require everyday business procesdedncreasen their ability and flexiliity
to adapt.

The new marketplace will offenanynew opportunitiesto profit ¢ if a companycan changéts
businesgprocesses quickly and cost effectively. Such flexibility will requirefarmation
technologyarchitecture that supportand anticipateachnext stage of the evolution toward the

smart energyecosystem. The architectufea @il bedznhed fromthe A Y LIt SY Syeast G A 2y Q&
effectiveness on the ongoing evolution of specific business protrefact, that ongoing flexibilit

and capability to adapt will be the primary reason thataanhitectural frameworks needed from

the outset The following industry issues demonstrate the challenges faditity businesssand

the technology solutions that may address them.

2.2.1 Utility Workforce Optimization

Like companies in othéndustries, utilities facenountingpressureto minimize the number of
people neededo support their business processes. Wherbasiness processxecutionin the
pastmay have required several persowith knowledge of specific applications, it is now
possible to leverage workflow technologies to hide the underlying application details from
users.Doing sacan provideusers witha simplified, streamlined view of the processthat it

can be executedore efficiently evenwith lesstraining. Workflow technologies also automate
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many steps and avoid redundant data entry, improving accuracy and effi@adognsuring
that business processxecution follows corporate compliance policies and procedures.

2.2.2 Workforce Demographic Changes

The architecture supporting th@nart energyecosystem will also need to consider and enable
new dynamics occurring within the changing utility workforce. Much has been written about
how the aging of thdabyboomer generation will equate to senior resouragand their
experienceg leaving the workplace. In addition to the proverbial brain drain, a new workforce
demographic will demand new work tools: tee-calledmillennialswho areentering the

workforce hae heightened expectationf®r sophisticatedi 2 2 f & (KSeQft 0SS dzaAy3
dziAtAdleQa ¢2N] LINROS&asSao

These dynamics will drive businesseseektechnology systemthat will address both

workforce demographic challenges. Those businessesatiegt the most quickiyto these
changing conditions will benefit more quickly. But in ordeathievethis flexibility, people
throughout the business will require timely access to information they need in a form they can
use, through tools that create collakation, knowledge management, data repositories and
process integration. Businesses will need an architecture that is able to support pragmatic
integration as an enabler of their evolution to temart energyecosystem.

2.2.3 Equipment Collaboration Op timization

Adding equipmento the grid also serves as exampleof a processvhere workflow
automation can facilitate the updatingf planningand operationsnodels, as well as asset
management systemsggospatialinformation systems, andpotentially, customerinformation
systems (in the case of phase rebalancing).

2.2.4 Outsourcing and Contracting Optimization

Utilities are nowcontracing new or outsouring existing services from specialized service
providers. This practicaecreaseghe need to shial enterprise applications from direct access,
leveragingacade patternghat may be implemented using workflow or portal technologiese Th
outsourcing and contractindynamicalsocreates needor location agnostic access, while at the
same time highlighting the need for a robust mudtiterprise security infrastructureJtilities

might considercloud servicesasa potential strategy if security and performance considerations
are properly managein the solution.

In sum, as customers leverage technical advances and rationalize their energy consuartias
other outside factors affect how utilitiegiust change their business operatignslity companies
will need to leverage a variety of tiegical and business innovations to as#isir journey toward a
smart energyecosystem.

2.3 Technology Enablers § o ) o o
The technology architecture of ttemartenergyeO2 a e auSY g2y Qu 0S O2YyTAYSR
busiess practices for workforce, consumer and regulatory changes. It will also need to be an

enabler of new technologies, some we know about, and some that are yet to come.
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2.3.1 Advanced Sensors and Web Integration
New, advanced sensors will expand theaaipties of thesmart energyecosystem with
increased integration with the Web. These include:

Global Positioning Systems (GPS)

Phasor Measurement Units (PMU)

Interval Meter Readings

Centralized Remedial Action SchemefR&S)

=A =4 =4 =

For instance, bieveragingechnologies like GPS, it is now possible for devices to take
measurements with a very precise view of time. This makes it possible to measure phase angles
at locations on the grid using PMUs and to take-gride measurement snapshots. Interval

meter readngswill enablemore accurate load models.

Together, these technologigsovide new opportunities for improvements in network analysis,
monitoring, and control therebyoffering improvements in grid stability and security, as well as
facilitatingbetter grid utilization.

Another examplef advancedsensors and Weintegrationis GRASUtilities have
demonstratedthat GRAS can be used to create fast grid event mitigation schémaesan lead

to material reduction in reserve margins while maintainingneproving overall reliabilityThe
ability to automaticallytrigger preenabled grid response actions greatly enhances autonomous
reliable grid operation.

Othercorecomponents of thesmart energyecosystem technology architecture will be tidéeb
technologdes, integration standards and related products that now offer incrdasdlaboration
at many levelsThese technologies provide opportunities for more pragmatic, lower cost
implementations and will overcome previous cost barriers to integration.

2.3.2 AMI and Communication Networks

Advanced metering infrastructures (AMI) is wabtherimportant enabler that some people
often consider synonymous wittmart grid. Because of its twavay communication capabilities
AMI has created many new opportunitiecianding:

1 More timely measurement of usage, providing opportunities for new pricing options
beyond billingi K | béds@dion total monthly consumption

1 Automatic detection and confirmation of outages, with automatic verification of
restoration

1 Detection of astomerlevel power quality issues, such as momentary outages and
voltage levels

1 Providing a gateway to home area networks, such as those now provided using ZigBee,
where home devices can react to pricing and load control signals as needed to
implement denand response programs
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1 Management of schedules for local energy consumption, where the user can minimize
costs based upon their preferences and the utility can balance loads and make better
utilization of the distribution networks

Because of their rolesaan enabler of thesmart energyecosystem, smmunicdion networks

should beconsidereda primary componenin anyarchitectural blueprint The feld networks
currentlyused to communicate with AMI devices are typically private, often using proprietary or
utility industry-specific protocols.

Alternatively, ioadband internet services offer@mmunication infrastructuré¢hat is open,
cost effective, higher bandwidth aradready widely deployedBecause it is already deployed, it
is already cost competitive with the lower performing utilgpecific infrastructureThe recent

C/l/ O2YYAnetiSgzii NIGRA @é ¢ NB Y 2 I Shroadb&nScongekndABddig i NB Y I

as seurity is addressed up front, metering ahdme area networkHAN communications
infrastructures allow new families of devices to be added to the set of monitored and
controllable devices on the grid, including:

I Smart thermostats

1 Smart appliances

1 Plugin hybrid electric vehicles (PHEVSs), which can be in states for charging, storage and
discharging

ZigBeé Smart Energy (SE) profile devices

HomePlug devices

IPSO devices

Residential solaandwind

Building automation

= =4 =4 4 =4

A new genertion of field and home devicdhat have the ability to make local decisions using
two-way communication capabilgswill allow customers to better monitor, control and
schedule energy consumption, as well as respond to demand responses anenpricing
signalsUtilitiesor independentservice providers could use these devicesxteadtheir
operationalcapabilitiesby facilitatingregistrationof the devices ienergy programshat permit
the power providerto adjust schedules to provideare efficient and balanced operation of
distribution networks?

!t should be noted that there is a price for openness and cost effectiveness: As metering infrastructures and gateways to
HANSs legrage the internet, the overall architecture must pay careful attention to security issues.

2 ZigBesds a set of specificationseated by the ZigBe&llianceand built around the IEEE 802.15.4 wireless protocol, and
targeting lowpower, lowcost, sensor networks.

%1t is also import to note that HAN technologies provide a monitoring and control infrastructure that can extend beyond
electricity to include other eergy and norenergy related services including: gas; water, home security, home
monitoring and remote control; prpayment metering services and home healthcare.
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2.3.3 New Computing Paradigms
Newcomputing paradigms will require new approaches to shreart energyecosystem. These
paradigms include:

Computing technologies

Advances in storage

Advancesn communications technology
Scale

Participation of unreliable entities

=A =4 =4 4 A

For example, multiple cores in processors will be commonplace. Applications will need to
transition to multicore, multiprocessor, multthreaded design. Inexpensive, lggower,
massdvely-parallel computing will dominate infrastructures and drive application de&gan
while preserving existing investment through-existence, pplication disaggregation will be
necessary to capitalize upon new hardware platforms.

In addition, ommunication @pacitiesg both wireless and hardwired continueto expand.

Indeed, b yRGARGK Aad SELIYRAYI FlLaliSN GKIy az22NBQa
unreliable, either atertaintimes or geographic locationsdqmmonly referred to ascell

holed ¢ 0V {2fdziAzya gAfft ySSR (2 ordterfuptibiscfof S | yR
communication. As a result, autonomous operation will need to be a constant consideration.

The gale of connectedmart energy systems will grow to new levels witte addition of the

active participation of loads (engse customers) and a multitude of tiny new devices. Tight
coupling of unreliable autonomous participants will be proven unreliable. Systems will need to
be designed to be flexible and adaptive to autarous behavior. The true measure of success
will be building a working system out of small autonomous independent unreliable devices and
participants.

As a result, for some parts of tlsmart energy systemmastership cannot be assumed. The
system will regire design that should expect the same computing problem to be addressed in
multiple locations. For examplajicro-grids and integrated control centers may both calculate
energy balancing of a given distribution segment

1 Inthe case of micrgrids, the stution can support effective operation of the miero
grids in the event of loss of control center communications.

1 Inthecase ofcontrol centes, the solution can be coordinated between all neighboring
feeders.

Realtime energy management systems, whetlaithe transmission or distribution levglwill
continue to have rigorous performance and reliability constraints. Shiert energyreference
architecture recognizes that close coupling of all the new participants to the operation of the
reaktime systemsawill prove to be fragile and unreliable over the long term. Systems must be
designed to be adaptive and resilient to autonomous, independent, potentially unexpected or
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non-responsive behavior of the new participamtsvhether at scale as in the case ofdemse
residential customers, or in bulk such as large scale renewable energy sources.

3.0 Architecture

Thissection describgthe Microsoft Smart Energy Reference Architect{B&RA)Areference
architectureis a consistent fraraworkthat canguide implementation within a particular domain. The
Microsoft SER£eflects best practices andttempts to understand anéhcorporatethe likelyimpacts of
technical, business and regulatdrgnds. The resulting implementations and deployments then form a
smart energyecosystem.

The incredible diversity of energy generation and delivery systems make it absolutely imposdible an
beyond human capability to coherently offer a single, detailed view of one particular architectural
framework that will work in every single instance. THierosoft SERAs instead intended to address
prevailing systems and issues in enough detail todeful,but without so much detail as to be

untenable The NIST appears to be addressing the problem of too many stangienclsding

international standardsg with no clear path. The NIST effort, despite being driven in the United States, is
a global efbrt that will accelerate the development and deploymeint ¢onjunctionwith this reference
architecture documentof smart grid solutions worldwide.

TheSERAhould be viewed as serving as a bridge from NIST standards to specific Microsoft products

and technologieslt seeks to provide in one placeca level of understanding about those products and
G§SOKy2t23A84a G(KFG SEA&G Ay R21Sya 2F &a2dNDS&ad LGQ
specificsmart grid component, say, implementing dend response solutions, they will find enough

information here to know that Microsoft and its partners have the technology components that would

fit a larger framework o€apability. Theeomponents ofSERAnclude:

Approach
User Experience

Collaboration
Information

Integration
Application Architecture

Security

=A =4 =4 4 -8 4 A

3.1 Approach
TheMicrosoft SERAa o6 aSR 2y ¥ A QX Pd&férnaide Dieitehfrasfructdrd JA £ £ | NA ¢

Holistic LifeUser Experience Energy Network OptimizatigiRartner Enabling Rich Application
PlatformandInteroperabilityq as shown in the diagram below:
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Smart Energy Reference
Architecture’s Five Pillars

Performance
Oriented
Infrastructure

Economic
Deployment
Location agnostic
Manageability
Migrateability
Secure
Scalable

Virtualization

Holistic
Life-User
Experience

Rich User
Experience:
All Participants,
All Venues

Browser-based
Rich Client

Collaboration
Communication

Content
Management

Energy
Network
Optimization

Data
Syncronization

Embedded Edge
Devices

Flexible
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Smart
Connected
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Rich Application
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Processing
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Workflow

Interoperability

Published
Interfaces

Standards

Figure6 - Foundational pllars of the Microsoft Smart Energy Reference Architecture

3.1.1 Performance Orie nted Infrastructure
A performanceoriented infrastructureincludes those features that make an architecture

complete and appropriate to business needfese include:

1 Economic The infrastructure must provideost effectivemeans to deploy and integrate
functionality.

1 Deployment Components havéo consider flexibility in hovand where they can be
deployed.

1 Location agnosticServices are designed so that they can be deployepremise or in
the cloud.

1 Always connectedUsers and software components have accesgléformsand
servicesvherever they are located

1 Manageability. Infrastructure components can ledficiently deployd, manage and
monitored.

1 Transfembility: Functionality and informatiortan be migrated easifyom one version
of underlyinginfrastructure @mponentsto another with minimal interruption or
intervention.
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3.1.2

Secure Deployed components, functionality and associated informatomprotected
from unauthorized access or malicious attacks

Highperforming andscalable Support for more users, larger models, increased
transaction volumes, etc. can be accommodated throungiheasing hardware
performance (scaleip) orthe linear addition of hardware and network resourg¢esale
out).

Virtualization: Components can be deployed in a manner that optimizes the use of
hardware resources

Highlyavailableand slf-healing Support for transition to new equipment in the event
of equipment failure

Disaster recoveryand backup Capability to move to a new platform or facility or
recovery from a natural disaster or terrorist event and the baplof results to facilitate
the transition.

Holistic Life -user Experience

Aholisticlife-userexperienceenables all participants to view trsenart energyecosystem from

the perspective of other participants.

ToMicrosoft, thisequatesto ensuring that the host company understartu®v customers
experience the world and how technology fits into that experie#céechnology architecture
that facilitates thesmart energyecosystem will then necessarily consist of

T

3.1.3

A rich, integratedtechnology user experiencdor home, car, control center and field
workers

Browserbased collaboratiorusing rich clientsendered appropriately across a
multitude of devices

Supporting functionality for collaboratiorand mashupshrough the use of Microsoft®
Office SharePoint® Senasd services

A unified communications infrastructurewhere the nature of the underlying
communication infrastructures are transparent to users

Energy Network Optimization

The MicrosoftSERAermitsan energy network to connect smart devicég optimized energy
network incorporates

1

Flexible communicationsDeployments can leverage a variety of communicationtkga
and technologies and are easily reconfiguneitiimizing the time required to make new
information availabled users.

Smart connected devicedntelligence is added to devices and they are connected to
the communications networknabling both intelliget autonomous operation and
visibility of the operation of the network
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91 Desktop, server, embedded and mobile operating syster@perating system@S)an
be effectively employed leveraging the right,@8the right levelfor the right role with
the right performance

1 Applicationarchitecture This is the echitecture forapplications infrastructure and
services for commonly used capabilities so developers can focdsmainspecific
functionalityoptimizing speed to market arttie reliability of solutons

3.1.4 Partner -enabling Rich Applications Platform

The MicrosoftSERAcknowledges from the outset that rame vendor will be able to provide all
of the application functionality needed to implement teemart energyecosystem. Tis
referencearchitecture seeks toffer a rich platform that makes it easy for partners to develop
and deploy their application®otableaspects of the applications platform include services for:

1 Analytics Rich statistical and analggdackages for data minipdiscoveryand reporting
for diverse information consumers

1 Collaboration:Tools, services and applications enabling interaction betwessnsand
equipment

1 Complexevent processing Stream processing enginttgt can detect andilter events

1 Integration: Messaging and database technology for linking together workflow,
processesnddataoptimization

1 Servicebus: Services and components filie communication of device and equipment
data

9 Storage Repositories for capturg andenabling analysis of utility operational and
business data

1  Workflow: Services for managing the automation of applications as well as business
processes

By providingheseservicedo developers, Microsoft partnemsill only need to worry about
using their expertise for the solution of domaspecific problems, leaving the platform to
provide the common capabilities needed across many vertical dom@&aina.resultmultiple
vendors can provide competitive platforoonsistent products and services, givingstomers
better offerings and more choices that agasy toleverage

3.1.5 Interoperability
The MicrosoftSERANust enabldnteroperabilityin order for the ecosystem to develdp a cost
effective mannerOtherwise, the vision for the ecosystem will go unfulfilled.

New solutions must work with previous utility technology systems in order to protect those
investments Pragmatic integration approaches will need to be considereatith@ SERAhould
be flexible to allow deployingew componentswithout custom integration.

Interoperabilityconsiderations include:
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9 Standardshat define a consistent industryide interface toallow new component
deployment

1 Published interfaceshat are transparently publicized for open industry use even if a
standard is not available and alsatisfy importaninteroperabilityneeds

1 Information models Consistent ontology for referring to equipment aaskets to
enable exchange of informatidhroughout the enterprise and the value chain

1 User interfaces Consistent content and behavior in presentation obrniation and
interaction with theuser.

1 Components Well defined sets of functionality paeted for developer and integrator
reuse

Messag formats Key construct aferviceoriented architecture (SOA) defining format
and content that enablgservicesexchanganessages using the defined forn{atg.
publishcsubscribe pattern)

1 Interface definitions All the elements of an interface so thegpplications can be
independently developed to leverage the interface

1 Communication protocolsFormat, content and exchange mechanism so applications
can be written to transfer information using the protocol definition

1 Security Definition of the secuntimplementation including authentication,
authorization, identity lifecycle managememetrtificates,claims and threat models to
enable secure interoperable design and deployment

3.2 User Experience (UX)
In addition to thereferencearchitecture having a codified approadhge overall framework must

identify several goals and characteristidisand the next severalectiors discusshose
characteristics.

Thisdescription includefiow interfaces must povide uses withaccess to information and services
appropriatefor his or her organization and roleSuch a user experience will depend upon the
availability ofsecure, location independent accassfunctionality. The user interface should also
allow for a composable front enthat provides consistency in how data is displayed but does not
lock an enterprise into using yet another standalone portal that does not integrate with one the
enterprise already own®eyond these basic requirements, there iseed for richness, efficiency,
guality and consistency of theser experiencéhat depends upon information technology systems
that enablevisualization analysis businessntelligenceandreporting®

* & Legmputing serviceoriented architecture(SOA provides a set of principles of governing concepts used during
phases obystems developmerdndintegration Such an architecture will package functionalityrasroperable
servicessoftware modules provided as a service can be integrated or used by several organizations, even if their
respectiveclientda @ 8 G SyYa I N8B & dzo Wikipediaioigl t t @8 RAFFSNByYy i dé

® Collaboration is another component of User Experienceviarrants discussioi its own section
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3.2.1 Visualization
The ability to integrate information from many sources inteisual representation in a location

agnostic manner is primary tenetof the referencearchitecture

Figure ™demonstrates howisualizations can bereatedfrom a variety of information sources.
It should be noted that Wwereasmany sources are reaohly, some may be transactional
through underlying services.

Data
Warehouse
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Network and
Asset Models

q Maps

T

i
if

Figure? - Information for Visualization(Source AREVA

One simple examplef the power ofvisualizationi K I ndvRiicommon useat manyutilities
and grid operations is theeaktime, integratedweather information ovelayingthe electricity
grid, as shown in Figure 8
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Figure8 - Spatial Integration of Weather and NetworkSource: REVA

This visualization integration has produced numes useful applications, including:

T

Distribution operations staffcan prepare emergency and repair crews at times when
bad weather (e.g. high winds, ie@dlightning) may cause outages

Network operationscan use anticipated changes in temperature, wind and luminosity
to revise load forecasts and adjust generation and interchange schedules
Detections of changes in wind patterrthat may affect output from wind farms require
replacement energy to be puraked or produced by alternate generation sources

Figure 8 clearly demonstratéise wide-area situatioml awarenessapabilities that aravailable
to managethe grid.Another type of visualization might show réahe phasor measurements
across a gridvisualization toolsan offer theuserthe abilityto selectwhichdata types often
referred to as a thematic laygthat they want to view

Theimportant technology factors to consider fonagsualization tooinclude

T

= =4 =4 4 A

the abilityto link to a variety of data sources, and then correlate objectsge@acoded
spatial position

rich graphics rendering

user configurable composite applicatigns

the ability to overlay geospatially a wide variety of information

computing performance

the ability to connect to a diverse set of data feeds secusig
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was presented to the user. This requires mapping and information integration of the
underlying datdor the graphics rendered on the display.

3.2.2 Analysis

Electric utilities perform a variety electrical networkanalytical computations in the course of
their everyday work managing the griome of theseomputationsare very highly specialized
and complexandoften involve taking a model and applying current, historical or possible future
statesusing adiverse set of data sources. Exangitelude:

1 Power flow, where power, current and voltages are calculatedafpoint or node inthe
network.

1 Contingency analysi® determine if the network will remain stable if one or more
pieces of equipment fail

1 Outage analysiso determine the point of failure given a set of trouble calls and other
inputs.

1 Reliability analysigo determine the failure rates of certain types of equipment

1 Market analysisof customer responsiveness to demand response programs

1 Dynamic feeder loading analysfer customer energy usage at the distribution feeder
level.

1 Feeder analysiswhere the vitage and loading characteristics of a given feeder can be
studied

Some of the factors that should be considered for analysis tools include the ahility to

drive the analysis using different input sources

produce highspeed, lomatency, easilgonfigurable and rich expressigns
look at the underlying network models at different points in timmed
integrate the output of the analysisith a variety of visualizations

= =4 =4 =

Historically these analysis functions have been implemented as applicatioerseirgy
managementystems andlistribution managementystems. New smart devices and more
powerful computing platforms enable new architectures for deployment.

For example, metering systems have access to customer outage information and can identify
outages much closer to the field equipment. Contingency analysis requires significant compute
power solving many individual power flows with potential failed equipment removed, so
massively parallel higherformance computing provides the potential for detiect

contingencies much more quickly than conventional deploymd®dskaging thenalysis

functions as location agnostic services allows for execution at the most appropriate location.
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3.2.3 Business Intelligence

Utilities usebusiness intelligenct® helpexecutives and manageasquire a better
understanding othe commercial contexof activities thereby improvinghe value oftheir
decisiors and enhancing their decisianakingcapabilities

Business intelligence tootsften leverage information captured within a data warehouse
create information and then present that intelligent data to the right people throaglariety of
visual mechaismsthat make the most sense to the task at hand

Figure9 providesan example ohow a distribution company camsegeospatiallyoriented (eg.,
ESRI GIS & Live Mapssiness intelligencabout tree-caused outages to focus vegetation
managemenexclusvely oncertain high outage areas.
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View Substation Details

Figure 9- Business Intelligence Example (Source: Enspiria Solutions)

Some of the technologfactors that need to be consideredclude:

Easeof development(including composability such #srd party Web parts)
Breadthof visualization capabilities

Integrationcapabilities

Easeof deployment

Easeof maintenance & support

Secureaccess

=A =4 =4 4 -4 4
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3.2.4 Reporting
In addition to business intelligence toolsyity, market operator or servicprovider may
define, create, maintain, publish and/or uaevariety of reportsincludng:

Meter usage

Outage history

Market transaction history
Load forecast

Load history

Generation schedules
Outage schedules
Equipment failures

Demand response evehistory
Market nodal prices

= =4 =4 =4 -4 4 -8 -8 4
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While ®me of the reports may be generated periodically for widespread distribution or long
term retention, othersmay be generated on an esiemand basis, where a user may request a
report with specific filters for a given pedmf time. There may also be constraints on access,
where some reports may be public, but oteenay only provide specific information fepecific
sets of users

Where business intelligence focuses on making better decisions, reporting is more general in
nature, providing information for a broader set of users for a broader set of purposes

3.3

Collaboration

Collaboratiorwill be another characteristic of tr@mart energyecosystenof the future.

By collaborationwe meanthe need for gople, organizations, applications and/or devices to
actively participateand interact uporsets of intefrelated business processes. Some examples of
collaborationin the utility contextinclude:

1

Energy marketswhere organizationwill register resources and participate in the trading
and settlement of energy in different markets

Aggregation where a service provider will identify, register and manage a set of resources
(e.g. distributed generation, controllable loads, etc.) ane€lit participation in market
programs

Demand responsgwhere as an extension of the energy market processesices may
respond automatically to market pricing signals to take local actions related to energy
usage

Load balancingwhereload and availale energysupplymust be balancedror examplethe
charging of plugn vehicles may require coordination between devices (including vehicles)
on the feederpetweendevices within substations amwith energy marketlispatch

schedules
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This section descrés variousnformation and data exchange stylegluding

Gollaboration

Orchestration

Notification Infrastructure

Chain of Command Notification plus Workflow

=A =4 =4 =

3.3.1 Collaboration
In order tocreatea collaborative environmenuitilities will useWeb and associated

technologies and products as the primary infrastructure.
Collaboation can take several forms including:

1 Humanto-human collaborationwith delivery mechanisms such &b portals and
messages

1 Systemto-human and viceversawith delivery mechanisms such as messages, emails,
instant message feeds, alert indicators, etc

1 Systemto-system collaborationwith automated data exchange automated via
orchestrations or publisisubscribe message collaboration

The underlying services can be deployed throdghd-based computing as provided by
Windows®Azuret or within an enterprise with secure external access through a portal.
Protocolgthat simultaneously address both security gmivacy willbe required to enable
Web-based collaboration, as well as associated orchestration and notification.

3.3.2 Orchestration

The termorchestrationis usually applied to more complex, long running procetsas
coordinate the execution of multiplé/eb services into automated business processes auay
have many steps and require userdrdction (whereas the ternwvorkflowis commonly applied
to a set of coordinated short running tasks).

The wersinvolved in business processaghich have been automated using orchestration
(either asspecificusersor those withthe role in an organizatin) and/or systemgarticipate in
business processes either within an organization or across organizational boundaries.

3.3.3 Notification Infrastructure
Gollaborationrequiresthe ability to notify a useor group of users whenever there is a condition

of potential interest so thatif necessarythey can take appropriate actions.

One example would b&henan industrialparticipant in a demand response progravould be
made aware that a load curtailmergscheduled for later in the day he industrial participant
can then revisdactory production schedules.
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Notificationsalsocaninclude a wide range afther conditions, including:

9 perimeter security notices
1 equipment state changeand
T alarm limit volations

Since gers are fundamentally mobilethey may be at work, at home or otherwise away from
their personal computeg notifications can be issued using a variety of means including:
1 e-mail,
Webfeeds (such as RSS or ATOM)
dashboard icons
SMSmessages (to mobile deviceaphd
voice, where voicemail can be issued

=A =4 =4 =

For some natifications, the need for a positive acknowledgement is important. The basic need is
to be sure that the usereceived and acknowledgale message within a reasonable tinand,

if not, it may be necessary to escaldbat messageao another user. Examples of this could be

for planned outages or emergency load reductions, where the user needs to be aware that
power may be out for a period of time so they have appropriateaade warning. In other

cases, such as voluntary load reductions, the acknowledgement may need to bénruaived

where the user can indicate if they will participate or not.

Business process automatiaiso requireghe ability to filternotification typesthat a user or

group will receive and how they receive theRolebased notifications limit the distribution to
subscribers relevant to the event, and the notion of presence can ensure notifications go to
users that are available at the time of notificatid@ubscription patterns and rules engines can
be used to decouplaatification subscriptions from actual business process fleov.example,
some users may be interested in informative events such as pricing signals, where others are
only interested in emergency events.

3.3.4 Chain of Command z Notification plus Workflow
Combining notification with managed workflow can be an effective way to organize human
process within thesmart energyecosystem.

Asthe number ofparticipants in the ecosysteincreasesand the nature of activitiesdzomes

more diverseassigning tasks artcackingthe completion of activitiesvill be challenging.
Combining notification with managed workflow can also be a way to improve the timeliness of
resolution of issues, be they field or enterprise related. Cargsinizational boundaries can be
efficiently handledthrough managed workflowsnd notification automates collaboration for
resolution of the issues. Tracking and reporting on the managed workflow can also provide
evidence of timely response and notifiean for regulators.
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3.4 Information
Information within thesmart energyecosystem can take many forms.

These forms includegical modelsand physical modelhat would be used to describe database
schemas, message structures and interface definitions. Due to the complex nature of the electricity
infrastructure and the associated business processes, many different systems, applications and
sources of information are used.

Figure 1emonstrates howriformation can be organizeghysicallyJogically andconceptually as

well as by functional area:

Business  Information Application Technology
=lJse Cases *Business =Business =Service
And Entities And Processes Distribution
Conceptual | oioharios Relationships | =Service =Quality Of
=Business Factoring Service
Goals And Strategy
Objectives
=Workflow =Message =Service =Logical
Models Schemas Interactions Server Types
Logical =Role And =Service =Service
Definitions Document Definitions Mappings
Specifications | =Object
. Models [
=Process =Database =Detailed =Physical
Specification Schemas Design Servers
Physical sData Access |=Technology | =Software
Strategy Dependent Installed
Design =Metwork
| Layout

Figure 10 Types of Information Organization

Thisinformation section discusses

Standards and Domain Models
IEQUtIlities Common Information Model
Metadata Management

Master DataVianagement

Historians

Operations Databases

Data Warehouses

Interoperability

Messages and Interfaces

Event Cloud

=A =4 =4 =4 =4 4 4 -8 -8 A
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3.4.1 Standards and Domain Models

Thesmart energyecosystem will require wide variety of informationio be managed, accessed
and analyzed. Some of this information is specific to the domadinecélectricity industry, while
some is common to a wide variety ather industries.

No matter the casgthe specific information models can be viewed as an ontolmgyomputer
scienceandinformation scienceanontology is a formal representationf a set of concepts
within adomainand the relationships between those concepts. It is useg#sonabout the
properties of that domain, and may be used to define the doniain

Many of thesdnformationmodelsare either directly or indirectly defined by industry standards,
such as the IECommon Inbrmation Model(CIM), while others can be a consequence of more
broad-based standards or even proprietary information models that are defined by systems
vendors.

The collective set of information models used by the electricity industry can be viewed as a
federation of ontologies.

Figure 1 illustratesa view of the logical relationships between domain models either defined or
implied bythe various standards and specifications that are being proposed $yfor use
within the Smart GridnteroperabilityStandards Framework.

i
IEC 61850 ,

CIM

Figurell - Logical Relationships between Smart Grid Standards

®See definiionoft hy 1 2f 2384 Ay 2A1ALISRAI ®02Y
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For purposes of simplicitfzigure 11does not show the relationships to more general IT
standards or security standards. IT standards and security standards can be viewed for the most
part as implementation layers.

NISTis proposinghe following NISTRecognized Standards Releaset@.Becomea set of
recognized industry standards and specifications to prositieteroperabilityframework.

NISTF Recognized Standards Release 1.0

StandardSpecification Application

AMI-SECSystem Security Requirements  Advanced metering infrastructure (AMI) and Smart Grid-emdnd
security

ANSI C12.¥®1C1219 Revenuenetering information model

BACnefANSI ASHRAE 13608/SO Building automation

164845

DNP3 Substation and feedatevice automation

IEC608706 / TASE.2 Inter-control center communications

IEC 61850 Substation automation and protection

IEG51968/61970 Application level energy management system interfaces

IEG62351 Parts B Information security for power system control operations

IEEE C37.118 Phasor measurement unit (PMU) communications

IEEE 1547 Physical and electrical interconnectiomstween utility and
distributed generation (DG)

IEEE 1688007 Security for intelligent electronic devices (IEDs)

" ANSI is the American National Standards Institute, a privaieprofit organizationthat oversees the development of
voluntary consensus standards for products, services, processes, systems and personnel in the dle#e@st
organization also coordinatds.S standards with international standards so that American products can be used
worldwide. For example, standards make sure that people aivn cameras can find the film they need for that camera
anywhere around the glob&Vikipedia.org
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NERC CIP 0a®9 Cyber security standards for the bulectricpower system
(wholesale/transmission)

NIST Special Publicati¢®P) 8063, Cyber security standards and guidelines for federal information
NIST SP 8cgp systems, includingarts of the bulkelectricpower system

Open Automated Demand Response Priceresponsive and direct load control

(Open ADR

OpenHAN Home Area Network device communication, measurement, and
control

ZigBe#HomePlug Smart Energy Profile  Home Area NetworkHAN) Device Communications and Information
Model

Standards Adde&eptember 20090 NIST¢ Recognizd Standards 10

AEIC Guidelines v2.0

C12 Suite:

ANSI C12.1

C12.18/IEEE P1701/MC1218
C12.20

ANSI C12.21/IEEE P1702/MC1221
C12.222008/IEEEP1703/MC1222
C12.24

ANSI/CEA 709 and CEA 852.1 LON Protocol Suite

ANSI/CEA 709-R-2002 Control Netwoark Protocol Specification

ANSI/CEA 7092 R2006 Control Network Power Line (PL) Channel Specification

ANSI/CEA 708 R2004 FreeTopology TwistedPair Channel Specification

ANSI/CEA 709.4:1999 Filbptic Channel Specification

CEA 852.1:2009 Enhanced Tunneling Device Area Network Protocols Over Internet Protocol Channels

CableLabs PacketCable Security Monitoring and Automation (SMA)

FIXML Financial Information eXchange Markup Language

IEEE 1588

Internet Protocol Suiténcluding, but not limited to:
IETF RFC 791 (IPv4)

IETF RFC 768 (UDP)

IETF RFC 236Ipv6)
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Standards Added September 2009 to NkSRecognized Standards 1.0

(Continuedfrom previous pagé

ISO/IEC 15045, "A Residential gateway model for Home Electronic System."

ISO/IEC 15063 "Model of an energy management system for the Home Electronic System."

ISO/IEC 18012, "Guidelines for Product Interoperabillity."

ITU Recommendation G.9960 (G.hn)

MultiSpeak

OPCGUA Industrial

Open Geospatial Consortium Geography Markup Language (GML)

US Department of TransportatiorFederal Highway Administration's Intelligent Transportation System (ITS)
Standard NTCIP1213, "Electrical Lighting & Management Systems

Figure 12 NIST¢ Recognized Standards Release arel September 2009 Update

It is important to note that some of #se are actually specifications, as opposed to standards

1 Some, such as AMBEC and OpenHAhie more at the stage of requirements
specifications as opposed to actual standards that can be used for interfacing systems
and products.

1 Some of the standarddgentified, suchas|IECG51850,IEC61968 andEC6197Q are series
with multiple parts, where some parts may or may not be appropriatenayonly be in
a proposed or draft form.

1 There are somé&rgegaps that need to be filled, such as the definitioraatandard
interface to a ZigBee Smart Energy profile Energy Service Portal.

1 Ata minimum, the applications and information exchanges withinsthart energy
ecosystem will leverage the domain models provided by the CIM (as defined by IEC
61970 and 61968), as well as the related IEC 61850 models that are realized in the form
of the 61850 System Configuration Language (SCL).
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Many of the efforts identified on th&lISTroadmap will benefit from the formation of the new
OASIS Energy Market Information Exchange (eMIX) Technical Confiiittiegechnical
committee will definehow to exchange energy characteristics, availability and schedules to
support free and effective exchange of information in any energy market. This group will
cooperate with other standards groups including the IEC.

3.4.2 International Electrotechnical Co mmission ( IEC) Common Information Model
At the core of many IEC standards is the IEC Common Information Model (CIM).

Within transmission and distribution, th@IMhas been officially adopted to allospplication
softwareto exchange information about the configuration and status of an electrical network.

The CIM is currently maintained at/aified Modeling Languag& L) model? It defines a
common vocabulary and bagatology, coveringmportant subjects unique to the electric
power industry.

The central package within the CIM is the ‘wires mpaéiich describes the basic components
used to transport electricity.

The CIM can be used to derive design artifacts as needed for the integration of related
application software

Figurel3illustrates this dynamic:

Distributed Energy
Resources

Figurel3- CIM as Ontology

8 OASIS@rganization for the Advancement of Structured InforioatStandardis a notfor-profit consortium that

drives the development, convergence and adoption of open standards for the global information society. The consortium
produces more Web services standards than any other organization along with stanolasdsurity, ebusiness, and
standardization efforts in the public sector and for applicatgpecific markets. Founded in 1993, OASIS has more than
5,000 participants representing over 600 organizations and individual members in 100 countries.

°The. Y ATASR a2 RSf AV 3sahObjgcAMahagemnent Grou@@ME) inodeling standard that enables

visual design of application structure, behavior, architecture, as well as business psoardsdata structures. UML and
the OMG META Obiject Facility (MOF) are key elements of the OMG Model Driven Architecture.
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1 ThelEC 6197601 standarddefines the core packages of the CIM, with focushen
needs of electricity transmission, where related applications include energy
management systems (EMS), supervisory control and data acquisition (5@kDAIng
and optimization

1 ThelEC 6197%01and 61970452 standardsdefine an XML format for netwk model
exchanges using RDF, sometime referred to as CIM XML.

1 ThelEC 61968eries of standards extend the CIM to meet the needs of electrical
distribution, where related applications include distribution management system,
outage management systems, ptang, metering, work management, geographic
information systems, asset management and customer information systems.

Figure 4 provides an overview of the equipment inheritance hierarchy found within the IEC
CIM.This diagram represédn onlyone aspect o portion of the CIMbut offerssome insight
with respect to the set of objects that provide the core framework of the CIM.

| ControlH cuseEgquipm ent

“WoltageControlZone
CompositeS witch

SubControlArea

TapChanger

EguipmentContainer

mm Cor

‘ E guipm ent

—m[;: ."

Conducting
fom Com

InductionM otorLoad E quihalentLoad

om LoadMiode LU L

Ground
o
[

E"UﬂthmPEn

FrequencyConverter

| SynchrenousMachine Static\arCompens ator

Lo adBreakSwitch

Figurel4 - CIM Inheritance Hierarchy for Wires Model
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Aspreviouslyidentified, the CIMattempts to goverra number of subject areas related to the
physical infrastructure of the electricity grid. Examples include measurements and assets, where
the measurementghat are obtained from telemetry identify the current state of the

infrastructure and assetsndhow and where the infrastructure is constructed.

3.4.3 Metadata Management
Within an enterprisethere may be a wide variety of metadata (data about data) that needs to
be managed.

This metadata describes the information that is managed within databases and in the definition
of information exchanges. The metadata can represent both logical data models (e.g. using
UML) and physical design artifacts (e.g. XML Schemas, DDL, RDF Ssthémas,

For integration purposes, it is important to be able to define and manage the mappings between
models and artifacts. For examplghen integrating systems, the source and target systems

may use different but overlapping models, where itisnechssa G2 WYl LIQ O0GNI yaF2N
the information from one system into a form needed by the target.

Metadata is typically derived from a variety of sources including:

1 CIM logical model as defined in UML, which provides logical coverage for a variety of
standards includingeC61970, 81968 and 61850

9 Other standard logical models, including those defined/tMOSAandthe Open
Geospatial ConsortiufOGC)

91 Proprietary logical maels, as might be either provided by vendors or reflected by their
products

91 Design artifacts as provided by a variety of standards and specifications, including IEC
61968 ,MultiSpeak IEC 61970, IEC 618ntd OpenADR

1 Design artifacts as provided by vendors that are reflective of their product interfaces

9 Design artifacts that are a consequence of locally developed applications

A repository can be used to manage metadata. The metadata can take a variety of forms,

integration efforts.

Within the IEC standard efforts, interfaces and information exchanges are defined using-a three
layer modei

1. Information modelsarethe highest level. Within an enterprise and associated
integration the information models that form an overall enterprise information model
may be derived from the IEC CIM, extensions to the CIM and other models as may be
sourced from other standards andendor products.

2. Contextual profilesdefine the next level. A contextual profileaformal subset derived
from the information models that defines the contentar information exchange.
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3. Design artifactzomprise he lowest levelDesign artifacts caist of
a. XML Schemas
b. RDF Schemas
c. Database schemas, which are used to define physical models in the form of
interfaces, messages and databases.

ll Other Models "
Extensions

Information Models

IEC CIM
Pl )
/
Artifact Syntax Rules
CPSM . Common 61968 Project
Profile i Profile
Contextual Profiles / /\\
; ~ )

4 4 N~

CIM/XML Message XML CIM/XML Message XML RDBMS
RDF Schema Schema RDF Schema Schema Schema

Design Artifacts

Figurel5 - Information Models and ContextuaProfiles

Thecontextual profileconcept isa crucialconsiderationbecausezach profile defines a logical
model for an information exchange. These profiles form the basis of many IEC standards, such as
those used for network model exchanges and IEC 61968 messages.

Given the diversity of needs, standard models such as the IEC CIM are commonly extended. The
extensions are driven hytility-specific modeheeds with features provided by vendor products
andor draft extensions to standardbat may be work in progressut not yet formally
incorporatedinto the standard model

Figure B shows twonotable environments, one for modeling and the other for development.
Themodeling environmenis primarily focused omlevelopng modelsandinterfaces and
designng artifactsthat can be used by developers to performtegrationdevelop software
components and user interfaces.
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Figurel6 - Modeling, Development and Artifacts

Within the modeling environment, the IEC CIM, other models and intedtarwlards are used

to construct an enterprise data model. The enterprise model is often extended to reflect
extensions needed to support local business processes and applications. The design artifacts
that may be generated from a modeling environment aegided from the enterprise models.

The artifacts may be generated in many forms, including:

XML Schem#tor message and interface definitions

WSDlfor definition of Webserviceswhich will typically reference XML schemas
RDF Schentar definition of model exchange profiles

XAML, for definition of user interfaces

DDLfor the creation of scripts to create database tables and indexes witatabase
management system

9 C# classedor the construction of software components

=A =4 =4 4 =4
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C++ classesor the construction ofsftware components
Javeclasses, for the construction of software components
BPH or XLANGrocess orchestrations

T XSLTor XML transformations

= =4 =4

It is becomingly increasingly commaomthe utilities arenato usea wikito manage ther
forms of artifactghat areimportant to a gven organization or projectJsinga wiki these
artifactscan be readily found, accessed and maintained.

3.4.4 Master Data Management

Diverse sets of business processes wititirelectric utility or ISO are supported by a diverse set
of applications. Consequently, a number of different types of master data must be managed.
Information of interest tomaster datamanagemenincludes:

1 Network models which may include electrical transmission and/or distribution

1 Resourceswhich are primarily generation resources

1 Customer dataas needed to identify customer accounts and service locations

1 Geographic informationwhich may be used to derive network models especially in
distribution

1 Assets

M Settlements

1 Work orders

1 Measurement history

The temporal nature of master data must be recogniasdvell

1 The structure of the electricity grid changes over time, typically thrahgtprocess of
construction, upgrades and decommissioning

9 The connectivity of the network changes over time, as the position of breakers and
switches are changed

1 The state of the network also changes as load and generation changes or tap positions
are dtered.

9 Through the process of maintenance and repair, assets may be replaced

Each master data manager will have an internal physical model, where data may be exposed or
exported using either standard or proprietary interface mechanisanrggingfrom files to APIs
to messages to database table access.

3.4.5 Historians

Historians provide the means to capture, store and retrieve measurement hiSaoh histories
areimportant records for grid, transmission and distributiorperatorsbecause ach
measurement is related to an object in one of the master data managers.
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Operationalhistoriars areimportant records of operational history and have a wide variety of
uses. Two types ofhistoriansare in common usesach withsubtlebut significant differences:

1 Measurement historiange.g. OSbft Pl), which collect real time measurements
obtained from reakime telemetry.

1 Meter data managerge.g. Itron MDM) which collect readings from meters with a
focus on electricity usage

Historians may offemultiple ways of accessing information:

Through the use dd Microsoft®@SQLServer&ompliant interface
Through an industry reference e.g. OPC Data Access'or UA
Using an application programming interface (APN&b service
Through a prodct-specific user interface

=A =4 =4 =4

As a consequence of the high volumes of data that are managediringure of information
within the historian is often proprietary. In the case of a measurement history, analog values
obtained from thousands of data points mhe collected and stored every two seconds. In the
case of a meter data manager, data may be collected from millions of meters Evariputes.

3.4.6 Operations Databases

Operations databases are typically paf enterprise or operations applicationthese
databasedocus ononline transaction processi(@LTPandare typically normalized data stores
with proprietary models. While the industhas trendedoward the use of relational databases,
or minimally databases with S@ervercompliant interfaces, this is not always the case.

Different operational databases fasgnchronizatiorissues especially from the perspective of
models where updates are often continually applied tmetwork; sometimes those updates
are only reflected on daily, weekly or even monthly basisthe mocel.

Whilethe industry has been moving toward adoption of the IEC CIM as a common logical data
modelA G A& AYLRNIFIYyG G2 y230S GKFIG GKSNB Aa y
relational database structures. Instead, it can be best said thatdat a Sa Yl & 6S W
GAGK 2NJ WAYAaLANBR 06028Q (KS /Laod

3.4.7 Data Warehouses

Data warehouseare typically denormalized, dimensional dataaes that provide information
related to a given set of subjeatsed foronline analytical processif@LAP)The databases
focus ondecision supporandare either part of a vendor pduct suite or custom in nature.

OPC UA is a Unified Architecture for data access describedbpart specificationThese specifications are primarily
enabled via Web Services but can be supported by a variety of transports. OPC UA has been created among other
reasons because Microsoft has-dmphasized COM whiowvas the basis for the original OLE for Process Control
specification.

46

2
O

L
2y

9

Qx¢


http://msdn.microsoft.com/en-us/library/aa933056(SQL.80).aspx
http://msdn.microsoft.com/en-us/library/aa906014(SQL.80).aspx
http://technet.microsoft.com/en-us/library/ms175367.aspx
http://www.opcfoundation.org/Default.aspx/01_about/UA.asp?MID=AboutOPC#Specifications

While data warehousetypicallyare implemented using S@ervercompliant relational
databases, there armeaningfulopportunities, if not requirements, to leverage proprietary
database featuregrimarily forindexing.

Data warehouses are often organized usinga (i | NJ siru@tkréthat i<rharacterized by
tables for dimensions and facts, where a fact table identifies a set of quantities that aredrelate
to a number of dimensions.

Figure T offers agenericexample

DIM_CLASS1 DIM_CLASS?2
PK |ID PK |ID
descriptions — FACT_CLASS  —p descriptions

PK |ID

FK1 | CLASS1_ID
FK2 | CLASS2_ID
FK4 | CLASS3_ID
FK3 | CLASSN_ID
descriptions
metrics >

— counts PR |2
values

DIM_CLASSN

DIM_CLASS3

PK |ID

descriptions

descriptions

Figurel7 - Star Schemas

A data warehouse design for problems in the electric utility domain would typically leverage the
IEC CIM. Where the IEC CIM is a logical data model, there is a level of design necessary to
leveragetifor the realization of a data warehouse. Such a data warehouse would be said to be
W/ La A ghdwaddNdlBd&uch dimensions as

1 Time where data will be typically aggregated within time intervals, where depending
upon data the finest level of gnalarity within the data warehousenay typically be 2
15 minutes)

1 Equipment hierarchye.g. describing the hierarchical relationships between regions,
substation, voltage level, bay, lines, equipment)

1 Functional type(i.e. inheritance) hierarchy for equipent (e.g.conductingequipment,
switch, breaker)

1 Geographical location hierarchy

Organizationahierarchy

1 Customers

=
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1 Assets
9 Asset type hierarchy

Figure Brepresensa portion of a data warehougéat uses the CIM modelyhere a fact table
leverages sevat dimensionsNote how thedimensions are typically hierarchical, providing the
YSIFya (2 WwatAOS IyR RAOSQ AYyTF2NXIGA2Y AYy Ylye

DimEqguipment ﬁ

- PK  |mrid DimOrganization
DimPSRType
FK1 | parentld PK | orgld
PK T 1

FK1 |parentid

FK1 | parentld name

name

A
Fact
PK |factid
FK2 |locid
FK4 |orgld
FK3 |psrTypeld
FK1 |intervalld
FK5 | mrid
DimTime
PK |intervalld
¥
DimLocation date
day
PK lecld hour
interval
FK1 | parentld o start
name end
locType dayNumOiweek
dayMumOfMonth
dayMumOfyear
monthMumOfYear
weekNumOfYear
dayType

Figurel8- Example of CIMnspired Star Schema

Figure D showshow data can be integratedithin the enterprise Note thepopulation of data
into the warehouse and the use for visualization, reporting and analysigidthevarehouse is
typically populatedusing ETL angrocesses that load data from staging tables, although there
may be cases where the data warehouse may be updated using the ESB.
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Geographic Spatial |
Information Export Diagrams [
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Figurel9 - Data Warehouse Integration

The staging tableim Figure 9 are used to collect datiiom various sources prior to aggregation
and insertion into the data warehouse. The sources of data and methods of movement can

include:

1 Databasesised by other enterprise applications, using ETL

1 ESB processewhich may involve event driven or periodi@pessing to place data in
staging tables or sometimes directly into the data warehouse

1 Databases replicated from other databaseshere ETL is then used to transform and
populate data in staging as appropriate

1 RDF parsersvhere a CIM/XML model in RDFrfiat is used to populate structures in
staging tables

1 External data feedswhere adapters in the ESB can be used to populate staging tables
or the data warehouse directly

91 Applications through ESB interfaceghere the application database is private or of a
proprietary nature

9 Directly from an applicatiorsuch as a historian, where it can be configured to

periodically aggregate, summarize and export desired data

The staging tables are used otdypreparedata for the warehouse and are not used for any
transectional or visualization purposes. The data warehouse itself is not a transactional
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database, and is a reazhly data store from the perspectives of visualization, reporting and
analysis.

Figure D also shows integrationf the data warehouse with geogrgphicinformation system
(GIS. This is important, asore visualization and reporting will allow information to be
presented spatially. CIM XML exports may also providecgeled locations for network objects.

Also in Figure 9, the integration of the historian reflecthe factthat it might be more efficient

to aggregate and/or summarize information from a historian rather ttwatry to always

retrieve and summarize data from this historian on the fly when needed for analyserevihe
historian may have measurements for a given data point for every two seconds, the data
warehouse would store the average, minimum and maximum values for a measurement over a
much wider time interface, sucts&-15 minutes. This would provide a aemienceby

simplifying many types of analysis, where it would always be possible to retrieve the detailed
measurement history from the historian if needed.

The structure of some staging tables may be derived from the CIM, and extended as needed.
Some staig tables may leverage other model8hatever the case, thetaging table design
mustallow for efficient aggregation and population of data to be inserted into the data
warehouse.

3.4.8 Interoperability

Sandards pronote interoperabilitythrough the definition of messages and interfaces. However,
standards can vary with respect to the degreendéroperabilitythey provide. For example,
standards can be:

1 Plug and playwith automatic discovery or minimal configuration
9 Interoperablewith some preconfiguration
1 Interoperable with mappingand/or some modest level of integration effort

Figure20illustratesthis process and demonstrates h@m integration layer is often used to
connect information flows between applicatioby performing mappings that may be needed in
cases where an interface standard is less than plug and play.
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Figure20- Interfaces and Integration

When the number of integration points is high, such as the case with device integration, plug
and play is mandatory, either through the use of standards or proprietary interfaces. However,
there are also cases where some aspects of integration may naivezad by widely adopted

plug and play standards. As examples, the integration of distribution, market and work
management systems are commonly dependent upon some level of integration effort in order
for them to exchange information with other enterprisgstems. This is especially true of
domainfocused applications that are implemented, sold and deployed by vendors in quantities
of 1, 10 or everi00;as opposed to much more broadly deployed software applications such as
Microsoft®Office or Microsof®ExchangeServer.

The use of amtegration layer as provided by an ESB is the recommended approach for
ampedance matching The need to impedance match or perform custom integration is

typically a consequence of the diversity of business processes, imitgaitistandards and
consequences upon related applications, as well as evolving needs of the business and industry.

3.4.9 Messages and Interfaces
While avariety of standards can be leveraged for integratitire primary cocernis to choose
an approach that

minimizes integration costs for the initial implementatjon
provides opportunities for reuse

is supportable longer term, and

enables thdlexibility needed for evolutiomverthe long term.

=A =4 =4 =
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For integration purposes, the following choiae® ordered for preference:

1. Use astandard interfacesupported by vendor products

Use agproductized, but potentially proprietary interfacesupported by a vendor product

and map as needed within the integraii layer (i.e. ESB)

3. Select arappropriate interface standardhat can be readily adapted to interface to
products or applications of interest

4. Definenew interfacesleveragingappropriate integration standards

As one examplahe IEC 61968 standard foasson the integration of electrical distribution
systems. HowevetEC 61968as also been applied to the integration of applications related to
transmission, generation and energy markets. These are subject areas where the IEC CIM is

often leveraged. Witm IEC 61968, messages are defined using a message envelope that has
three primary parts:

1 A verb, to identify an action such as CREATE, CHANGE, DELETE
1 A noun, to identify the contents of the message payload
1 A payload, which is an XML document derived fsmme subset of the classes,

attributes and relationships typically identified by the IEC CIM, although other domain
models can also be leveraged

Using the verb/noun scheme, a given application can be characterized in terms of messages it
produces and consues.Figure21 provides an example of system characterization.

System: i Bang MDM

System Type: MDM

Ve"dor:Acme

IClient or Event Subscriber Server or Event Publisher
Requests Events Requests Events
- -
o -| 3| = @ o -| B o ©
2 &5 g 3 | 5 g B 3 2 & § 3 2 & g % 3
5 G| 8 2 & & | B g & s 5| & g & ® o5 I 2| @
% & 2| T & 2| & o T & 2| ¥ & =2 T| & 2| & =2 Tl & =
ge Type (noun) | S| 3| w| & S| & 3| w| & G| w| & 3| v &| G| & I w| & T
MeterReadings X X
EndDeviceEvents x X X
EndDeviceControls X X X X
EndDeviceAssets X X X X X X X X
CustomerMeterDataSet X X X X X X X
MeterReadSchedule X X X X

Figure21- System Characterization Worksheet

One realization of an IEC 61968 message is through an envelope defined by an XML schema that
has a header to contain the noun and verb. The heawlay contain other parameters, such as
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timestamps and user IDs. Other structures are added to the message envelope structure to
convey information such as request parameters and error strings.

Figure22 illustratesthe IEC 61968 Message Envelope andasociatecheaders and strings.
The relevant information is conveyed using the payload structure within the message envelope.

L 3 =W Header HeaderType |

E Verb string A
E Moun string L
E Revision string -
Request RequestType |
E StariTime  string s
MESSEQET}TF]E | | — E EndTime  string |E|
E Header HeaderType = E Optien string b
E Reguest RequestType |;|E|— ED string i
E Reply ReplyType =
E Paylzad PayloadType = Repl}r ReplyType |
| E ReplyCode string -
E Error string L
E ID string %
mpa}rluad PayloadType |
— G (groupl) choice
E format string

Figure22 - IEC 61968 Message Envelope

Figures23 and 24 describe example payload structures from IEC 6198t are used to
convey end device controls and events. The message structures are derived from a contextual
profile of the IEC CIM.
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Figure23 - End Device Controls Payload Structure

mEn:IDE-.'i-:EE-.'Ent EndDeviceEvent |
mRID string -'—sseti (fzsets)

string E mRID string

En dDeviceEvent5|EndDevic eEvents '3—

Mm mMMTMIMMTMTMmM

Figure24 - EndDevice Events Payload Structure

LiQ&a A YLR it IEQ 61968 B trayispdit $idependent so that it can be implemented
using technologies such 8gebservicesMicrosoftBizTal® Sever messages andven
technologies yet unknown. For use wittWebservices, message definitions are simply
referenced withinWeb Service Description Languag&SPLE". The use of XML also permits
these messages to be managed by a collaboration infrestra, where references to the
messages can be conveyed using links in ATOM féeds.

MultiSpeakis an industry specification developed by tRational Rural Electric Cooperative
AssociatioNRECA) that deals with the exchange of information between distrieteded
applications. Within MultiSpeak, interfaces are defined\&eb services. Where there are
differences between the models used by MultiSpeak and the IEC CIM, thegtaignificant

& ¢ KVBb Services Description Langu@@éSDL, pronounced 'widpl' or spelled out, "WSD-L') is arXMl-based
language that provides a model for describifvgb servicesThe meaning of the acronym has changed from version 1.1
where theDwas standing foDefinitiond &Vikipedia.org

24 ¢ KS Afdm¥gplies to a pair of related standards. TAm Syndication Formas anXMLlanguage used farveb
feeds while theAtom Publishing Protoc@htomPubor APR is a simplédTTPbased protocol for creating and updating

NEB a 2vidapEliSaagd ¢
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and can be accommodated through mappitigs better to have an application interface that
can be mapped and leveraged for integration as opposed to not having an interface at all.

Another integration standard often used for process cohintegration iObject Linking and
Embedding QLB for Process Control (OPC) as defined byQR& FoundatiorOPC and the
newer OPC Uified Architecture” are technologies used across process cortetidted omains
for information exchanges. Many interfaces are defitydOPCsuch as those for conveying
measurement data. OPC UA is now an IEC standard known as IEC 62541.

Animportant trendof noteA & G KIF 0 2 F WaAWhérd stagdard inteffac€shmd G A 2 v
defined in a manner that minimizes the depth of understanding a client must have of the
models and processes internal to a service. In this way, it is possible to support integration of a
diverse set of sstems and allow for innovation.

3.4.10 Event Cloud
An Event Cloud is a logical construct where events generated by a wide variety obsaurte
accessed, filtered, correlated and analyzed.

This type of analysis is called Complex Event Processing (CEP). CEP can be auaplietypes
of problems, includinghoserelated to BusinessActivity Monitoring (BAM). Some of the events
that may be useful for complex event processing include:

Device status changes

Measurement limit violations

Largedifferencesbetween scheduled and measured values
Phasor measurement snapshots

Meter outage reports

Meter power quality events

Trouble calls

Circuit overloads

Pricing signals

= =4 =4 =4 -4 4 -4 -4

13 60bject Linking and Embeddin@LE is a technology that allows embedding and linking to documents and other

objects developed biicrosoft For developers, it brougl@LEControl extension (OCX), a way to develop and use

custom user interface elements. On a technical level, an OLE object is any object that impla@#&dtsObject

AYGSNFIFOS: Llaairocfe f2y3 gA0GK | gARS NI Wikdsdiaolg 20 KSNJ AydS

* OPC Unified Architecturis the most recenOPGspecification from théDPC Foundatioand differs significantly from
its predecessors.fter 3 years of specification work and another year of prototyping the first version of Unified
Architecture is now being released. TB®C Foundationimain goals with this pregt was to provide a path forward
from the originalOPGcommunications model (namely COMZONM to a curent communications model name§OA
and introduce a crosplatform architecture for process control, while enhancing security and providing amiation

model.Wikipedia.org
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Demand response events

Market submissions

Resource availability chang&dorecasting
Procesing errors

Virtual Execution Environment changes

= =4 =4 4 A

Figure Billustratesthe relationships between Complex Event Processing (CEP) engine and ESB

( Event Cache )

Operations

s Application B Complex Event
I: (e.g. SCADA) Processing
Engine
Event Condition
Analysis and s== Detection T
Operations Correlation Notification
Inputs Application [ Events Services
(e.g. metering)
| Rues || uodes =
Enterprise
Applications
Inputs and
Databases j>
Model
Source

< 100K to 1M messages/sec > < 100s to 1000 messages/sec >

Figure25 - Complex Event Processing

Events generated by various event sourcesfarwarded to the CEP engine, where the first
process filters events that are not of interest. Events of potential interest are then added to a
cache and an attempt is made using correlation rules and models to identify conditions of
interest. If such aandition is detected, rules are applied to determine the necessary actions.
Typically when a condition of interest is encountered, a notification service will issue an
appropriate message to potentially interested persons (e.g. ¥&#) or components (g. via
invocation of a Web service). Typically the automated detection of a condition of interest will
trigger a business process.

Event messages are often candidates for use in complex event processing. Some measurements,
such as status changes and amaeasurements (especially those that might identify a limit
violation), can be obtained using a variety of standards and are useful inputs to CEP. In many
cases the CEP engine and rules must be able to use a model, such as a network topology model,
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in order to analyze events. This aspect of E8Begration demonstrates the usefulness of a
common message envelope, where events from different sources can be conveyed to the CEP
engine in a common way, avoiding the need for additional translations.

3.5 Integration
la LINBS@A2dzaté RAAO0dzZAASRI G2Y2NNRoQa SySNHE Sygal
who will take on one or more roles in effecting theart energyecosystem.

Vertically integrated electric utilities will likely take on many roles, while other types of electric
utilities may be content with more limited roles because of deregulation or outsourcing to service
providers.

Therefore the Microsoft SERfcuseson reducing integration costs for either situation through
pragmatic, producbased approaches that avoid the costs and tisivgks of custom integration
when and where possible.

Ignoring specific integration approaches, examples where integration may octuderintegration
between:

Enterprise applications

External Enterprise applicationsgeload aggregators)
Enterprise and the network operations center
Enterprise and mobile users

Network operations center and devices in the field
Network operations centeapplications
Orchestrated business processes and applications
Orchestrated business processes and users
Portals and enterprise applications

Users and portals

Users and devices

= =4 =4 4 -4 -4 A4 -4 -4 - -9

Figure B offers a templatehat accommodate$our different aspects of integition:

9 Processcentric application integration where enterprise or control center apitons are
integrated through aerviceoriented architecture(SOA. This may involve services,
messaging between processes, short running workflows or the more carméractions
between services and resources through orchestration

% dongputing anenterprise service bu§ESB) consists ofsaftware architectureconstruct, which provides
fundamental services for complexchitecturesvia aneventdrivenand standardsbased messagingngine (the bus).
Developers typically impment an ESB using technologies found in a categamidiflewareinfrastructureproducts,
usually based o 02 3y A T S Rwikipédiayo§ | NR & ® ¢
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http://en.wikipedia.org/wiki/Middleware
http://en.wikipedia.org/wiki/Infrastructure
http://en.wikipedia.org/wiki/Enterprise_service_bus

91 Databasecentric application integration where information exchanges between databases
are driven through the use of Extract Transform Ldafl)(mechanisms

9 Gridintegration, where the enterprise interacts with devices using standards defined by the
IEC, IEEE and ANSI, where a variety of private and public networks can bgeldesra
transports.

1 Web integration where users and organizations collaborate using \Wafed technologies
over the internet, intranet or virtual private network

Web @D Process-Centric Application Integration Grid
Integration

Integration

Internet ‘

App App App CEP

SOA Infrastructure

Collaboration

Portal

Near IEC 61850 )
Real-time Workflow and DNP3 o
Updates Orchestration ANSI C.12

GIS and OPC UA
Data Warehouse Network Me:s;lrgment (IEC 62541)  BAChet
Models istorian

Service Cloud

- 5

Services

v Extract, Transform, Load

)
Analysis, Analytics, Business i)

Performance < Intelligence, Reporting
Dashboards @ =

Database-Centric Application Integration

Figure26 - Integration Overview

Thissection discusses the foling integrationconcerns

Integration Patterns
ServiceOriented Architecture
Enterprise Service Bus in SOAs
Applications

Network Operations Centers
Businesgo-business Integration
Customer Integration

Power SystenGrid

Common Services

Cloud Services

= =4 =4 4 -4 -4 -4 -4 -4 -4
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3.5.1 Integration Patterns
Integration patternsare used to design and build an integration architectikéthin the
referencearchitecture there arahree strategies for integration layers:

1 Entity aggregation providng unified data access across systems

1 Processntegration, which focuses on the orchestration of interactions between
systems

9 Portalintegration, providing a unified view to the user

Several integration topologies may exigthin each integration layeincluding:

1 Pointto-point connections
1 Brokers
1 Message buses

Identifying sets of patterns will be useful for integration efforts. These patterns may be
implemented using off the shelf components, locally defined components or templates that
provide a staring point for implementation. Integration patterns offer many benefits, as they
fundamentally promote the reuse of designs and components.

3.5.2 Service-Oriented Architecture

Serviceoriented architecturgSOA) is a design philosophy that is increasing in use and
popularity within the utility industry as evidenced by its recognition in utility industry standards
like IEC 61968.

While SOA has many different definitionsetWorld Wide Web ConsortiufW3Cefers to SOA
asda set of components which can be invoked, and whose interface descriptions can be
published and discoveredd While Web services specificationsrovide an open standard on
which SOAs are commonly builtserviceoriented architectureinfrastructurestill leaves many
integration challenged-igure27 portrays a SOA reference architecture:

rrr—r——— ———— e
acage Custom LOB Structured/

Application Application Application Unstructured Data

—

Figure27 - SOA Reference Architecture
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